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Mpunoxenne Ne 2. MHGOpMaLMOHHAA NamATKa 18 obyJatolmxca ana
pasmeLLeHnA Ha opuLUmanbHbIX UHTEPHET-pecypcax

C kaxgblM rogom monogexu B IHTepHeTe CTaHOBUTBLCS OOMbLUe, a LWKOMBHUKN OOHU U3
caMbIX aKTMBHbIX nornb3oBatenen PyHeTa. Mexay Tem, NOMMMO OrpOMHOMO KONM4ecTBa
BO3MOXHOCTEN, MIHTepHeT HeceT m npobrnembl. JTa namaTka OofmkHa nomoudb Tebe
6e3onacHO HaxoaMTbCS B CETW.

KomnbioTepHble BUPYChI

KoMmnbloTepHbIn  BUPYC —  3TO  Pa3HOBUAHOCTb  KOMIMbIOTEPHbLIX  MporpamMm,
OTNNYNUTENBHON OCODEHHOCTLIO KOTOPOW SABNSAETCS CMOCOBHOCTb K pa3MHOXeHuto. B
AOMNOJSTHEHME K 3TOMY, BUPYCbI MOTYT NOBPEOUTL UMW MOSHOCTLIO YHUYTOXUTL BCE ddansbl
W AaHHble, MOAKOHTPOSbHbIE MONb30BaTeN, OT UMEHU KoToporo 6bina 3anyuieHa
3apaxéHHasa nporpaMmma, a Takke MOBpeauTb UM OaXe YHUYTOXUTb onepalyOHHYH
CUCTEMY CO BCEMU hannamm B uLenomM. B GonblUMHCTBE CrydYaeB pacnpoCTPaHATCS
BUpYycCbl Yepes NHTepHeT.

MeToabl 3aWMTbl OT BP€AOHOCHbIX MPOrpamMm:

Mcnonb3yn cOBpeEMEHHblE OnepalyOHHbIE CUCTEMbI, MMeEKLWMNEe CEPbE3HBIN YPOBEHb
3aWMTbl OT BPEAOHOCHbIX Mporpamm;

[MocTosiHHO ycTaHaBnMBal NOYTU (UMPPOBbBIE 3anfnaTku, KOTOpble aBTOMaTU4EeCKU
yCTaHaBMMBaKTCA C Lenbo AopaboTku nporpaMmmbl) U Apyrme OOHOBMNEHUSI CBOEMN
ornepaumoHHon cuctembl. CkadmBam X TOSbKO C oduLmManbHOro canta paspabotymka
OC. Ecnu cyuiecTByeT pexunm aBToMaTU4eCKOro 0OHOBMEHNS, BKIOYN ErO;

PaboTtan Ha cBoeM KOMMbKOTEPE NO4 NpaBamMu Nosib3oBaTesis, a He agMUHUCTpaTopa.
OTO He No3BONUT BONBLUINMHCTBY BPEAOHOCHbLIX NPOrpamMM UHCTaNIMpOBaTbCA HA TBOEM
nepcoHanbHOM KOMMbIOTEPE;

Mcnonb3y aHTUMBUPYCHbIE MporpamMMHble MNPOAYKTbl M3BECTHbIX MNpou3BoguTenen, c
aBToMaTu4yecknum obHoBneHnem 6as;

OrpaHuydb un3n4eckmii 4OCTYN K KOMMNbIOTEPY ANA NOCTOPOHHMX NNL;

Mcrnonb3yn BHeLIHME HOCUTENU MHAOPMaLNUK, Takne Kak dorellka, AUcK unm dgann mns
MHTepHeTa, TONbKO U3 NPOBEPEHHbLIX MCTOYHWNKOB;

He oTkpbliBan KOMMbIOTEPHbIE (hanbl, NOMYyYEHHbIE U3 HEHAOEXHbBIX UCTOYHUKOB. [laxe
Te panrnbl, KOTOpbIe Npucnan TBOM 3HAKOMbIW. Jlydlle yTOYHU Yy Hero, oTnpasBnsas nm oH
Tebe ux.

Cetn WI-FI

Wi-Fi — 370 He BMA Nepedayun gaHHbIX, He TEXHOMOrus, a BCero nub 6pena, mapka.
Ewe B 1991 rogy HMaepnaHackas komnaHus 3apernctpuposana 6peHg « WECA», uto
obosHa4ano cnosocoyvetaHne «WirelessFidelity», koTopbii nepeBoaUTCA  Kak
«becnpoBogHas TOMHOCTbY.

[lo Hawero BpemeHu powna gpyras abbpeBmaTypa, KOTOpasi SBNSIETCA TakOW Xe
TexHonornen. 3to abbpesnatypa «Wi-Fi». Takoe Ha3BaHue 6bINo JaHO C HAMEKOM Ha
CTaHOapT BbICLLUMA 3BYKOBOW TexHukM Hi-Fi, yTo B nepeBoge oO3Ha4aeT «BblCOKas
TOYHOCTb.

[a, 6ecnnaTHbI MHTEPHET-AOCTYN B Kade, OTENAX U adponopTax ABNAETCA OTNYHON
BO3MOXHOCTbIO BbIxoga B WHTepHeT. Ho MHOrMe aKcnepTbl CuUMTaloT, 4TO
obwepoctynHole WiFiceTn He aBnstoTca 6e3onacHbIMU.

CoBeTbl N0 6e3onacHocTn paboTte B 0b6wenocTynHbix ceTax Wi-fi:



He nepepasai cBoO NMYHY0 MHopmaumio Yepes obwenoctynHole Wi-Ficetn. PaboTas
B HUX, XXenaTeribHO He BBOAMTbL Naponn JOCTyna, NOrmHbl U Kakme-To HOMepa,;
Mcnonb3yn 1 0BHOBMSW aHTUBUPYCHbIE nporpammbl U 6paHgmayap. Tem cambiM Tbl
obesonacuib cebs OT 3aKayku BUpyca Ha TBOE YCTPOWUCTBO;

Mpn ncnonbdoBaHun Wi-FioTknoum dyHKumo «O6Lwmum JocTyn K dpannam 1 npuHTepamy.
[aHHaa QyHKUMA 3akpbiTa MO  YMOSYaHWIO, OAHAKO HeKoTopble Mnosib3oBaTenu
aKkTUBUPYIOT €€ anga ygobcrea ncnonb3oBaHna B paboTe unm yyebe;

He ncnonb3yn nybnuyxbin WI-Flgns nepegaymn nnuyHbIX aHHbIX, Hanpumep, 415 Bbixoga
B coLManbHble CETU UMW B ANEKTPOHHYHO MOYTY;

Mcnonb3yn Tonbko 3awmuieHHoe coeaunHeHune 4vepe3 HTTPS, a He HTTP, T.e. npu
Habope Beb-agpeca BBOAM MMEHHO «https://»;

B mobunbHom TenedoHe oTknoun yHKumio «Mogkntoyvenne k Wi-FiaBTomaTnyeckmny.
He ponyckan aBTOMaTM4yecKoro noakmntoveHunsa yctponctea k cetam Wi-Fibes TBoOero
cornacusi.

CoumanbHble ceTu

CoumanbHble CeTU akTUBHO BXOAAT B HALLY XXM3Hb, MHOTME foguM pabdoTatoT 1 XXUBYT Tam
NnocTosiHHO, a B Facebookyxe 3apernctpupoBaH Munnuapg 4YenoBek, YTO sBMsieTcA
OJHOW ceabMOIN Bcex Xuternewn nnaHetbl. MHOrme nonb3oBaTeNM He MOHMMAIOT, YTO
NHopMaUns, pasMeLleHHas MMM B couMarnbHbIX CETSX, MOXeT OblTb HangeHa wu
NCnonb30oBaHa KeM yrogHo, B TOM Yncre He 06a3aTenbHO ¢ 6rnarmmm HamepeHusIMu.
OcHOBHble coBeTbI N0 6€30MacHOCTM B CoLMarnbHbIX CETAX:

OrpaHnyb cnnucok apysen. Y 1ebs B Apy3bsiX HE JOSMKHO ObiTb CrlyYarHbIX 1 HE3HAKOMBbIX
noaen;

3alumian cBo YacTHYH XU3Hb. He ykasbiBan naponu, TenedoHbl, agpeca, aTy TBOero
POXOEHNA U OPYryH JNIUYHYKO WUHAOPMaUUIo. 3MOYMBbILLFIEHHUKN MOTYT WUCMOMb30BaTh
Aaxe NMHGOPMaLMIO O TOM, Kak Tbl U TBOM pOSUTENN NNIaHUPYyeTe NPOBECTU KaHUKYIbI;
3awman ceor penytaumio — OepXu ee B YNCToTe 1 3agaBan cebe Bonpoc: xoten 6bl
Tbl, YTOObLI Apyrve nonb3oBaTenu BUAENU, YTO Thl 3arpyxaewb? Nogyman, npexge Yyem
4YTO-TO OoNyGnmMKoBaTb, HanMcaTb U 3arpy3unThb;

Ecnn Tl roBopuLb € NMogbMKU, KOTOPbIX HE 3HAELLb, HE UCMONb3yN CBOE pearnibHOe UMS
N OPYryro NUYHY0 MHOPMAaLMK: NMS, MECTO XUTENbCTBA, MECTO y4e0bbl 1 NpoyeE;
M3beram pasmewieHnsa dotorpadui B IHTepHeTe, rae Tbl N300pakeH Ha MECTHOCTU, MO
KOTOPOM MOXHO ONpeaenuTb TBOE MECTOMOSNOXEHNE;

Mpu pernctpauun B coumnanbHON CeTn HeODXOAMMO UCMONb30BaTb CrOXHbIE MAPOnu,
cocTosiLme 13 BykB 1 UMAP M C KONUYECTBOM 3HAKOB HE MeHee 8;

[Ana counanbHOM CeTu, NOYTbl U APYrMX CanToB HEOBXOOMMO UCMONb30BaThb pasHble
naponu. Toraa ecnu Teba B3NOMarT, TO 3MOYMbILLNEHHUKN MOMyYaT AOCTYMN TOMbKO K
OAHOMY MECTY, a He BO BCe cpaay.

OnEeKTPOHHbIE AEHbIN

ONEKTPOHHbIE AEHbMM — 3TO OYeHb YAOOHbIM CNOCO6 nnaTexewn, OOHAKO CyLLEeCTBYOT
MOLLEHHMKWN, KOTOPbIE XOTAT NOSYYNTb 3TN OEHbIW.

ONEKTPOHHbIE AEHbIN MOSIBUNIMCb COBCEM HEOABHO M UMEHHO M3-3a 9TOr0 BO MHOMMX
rocygapcreax 4O CUX MOP He MPOMMCaHO NPO HMUX B 3aKOHaX.

B Poccuu e oHn yHKLMOHMPYIOT U O HUX YXXe NPOMnCcaHo B 3aKOHe, rae ux pasgensatoT
Ha HECKONbKO BMAOB — aHOHUMHbIE U HE aHOHUMHbIe. PasHuua B TOM, YTO aHOHUMHbIE
— 9TO Te, B KOTOpbIX paspellaetca npoBoauTb onepauun 6e3 wmaeHTudmkaummn
nonb3oBaTens, a B HeaHOHWMHbIX WAEeHTUMUKaUMM nonb3oBaTena ABMNSETCH
065a3aTenbHON.

Takke crnegyeT pasnuyaTb 3NEKTPOHHbIE (buaTHble AeHbrn (paBHbl rOCyAapCTBEHHbBIM
BanTaMm) 1 3reKTPOHHbIe HeduaTHbIe AeHbMN (He paBHbl rOCYAapCTBEHHbLIM BarntoTam).
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OcHoBHble coBeTbl No Be3onacHon paboTe ¢ 3NEKTPOHHBIMWU AEHbraMu:

MpuBskM K c4eTy MOOUNbHbIM TenedoH. OTO cambll yAOOHbIN U BbICTPLIN CNOCO6
BOCCTAHOBUTb AOCTYN K cyeTy. [1puBA3aHHbIn TenedoH NoMoxXeT, ecnu 3abyaellb CBOM
nnaTexHbl Naposnb UNu 3angellb Ha CanT C HE3HAKOMOro YCTPOMUCTBA;

VMcnonb3yn ogHopasoBble naponu. Nocne nepexona Ha ycuneHHyto aBtopmsauuio tebe
yXXe He BygeT yrpoxaTb ONaCHOCTb KpaXky Unv nepexesaTa nnaTexXHoro napons;
Bbibepun crnoxHbin naponb. MNpectynHukam ByoeT He NPOCTO yragaTb COXHbIA Napofb.
HapgexxHble naponn — 370 naposiv, KoTopble coepXaT He MeHee 8 3HaKOB M BKIYaroT
B cebsi CTpOYHbIEe 1 NPOMUCHbIE BYKBbI, UMAPbI U HECKONBKO CUMBOJSIOB, TakMe Kak 3HaK
ponnapa, yHTta, BocknuuaTenbHbIn 3Hak 1 T.n. Hanpumep, StRONg!;;

He BBOAM CBOM NUYHbIE JaHHbIE HA canTax, KOTOPbIM He AoBepsieLUb.

OneKkTpoHHas no4rta

OIEeKTPOHHAas NoYTa — 3TO TEXHOMOMMA U NpefocTaBndemMble et YCryrn rno nepechlsike
N NOSTYYEHUIO ANEKTPOHHBIX COOBLLEHMI, KOTOPbIE pacrnpenensoTCa B KOMMNbIOTEPHOM
cetn. OO6bIYHO SNEKTPOHHbLIN MNOYTOBLIA AWMK BbIMMAAUT crneaylowmum  obpasom:
UMSA_nonb3oBaTena@umsa_aomMeHa. Takke Kpome nepenadm npocToro TekcTa, MMeeTcs
BO3MOXHOCTb nepefasatb pansibl.

OcHoBHble coBeTbl NO 6Ge3onacHon paboTe ¢ INEeKTPOHHOW NOYTON:

Hago BbIGpaTb MpaBuribHbIA NOYTOBLIN cepBuUC. B MIHTepHeTe ecTb OrpoMHbINA BbIOOp
BGecnnaTHbIX NOYTOBbLIX CEPBUCOB, OLHAKO Nydlle A0BEPATb TEM, KOro 3Haellb U KTO
nepBbI B PENTUHTE;

He ykasbiBa B JIMMHOW MoYTe NUYHYy0 MHGopmMauuto. Hanpumep, nydwe BbibpaTb
«My3blKanbHbIM_haHat@» nnm «pok2013» BmecTo «Temal3»;

Mcnonb3yi AByxaTanHyo aBTopm3aLmio. TO Koraa NnoMMMO Napons HYXXHO BBOAUTL KOA,
npucblnaemsin no SMS;

Bbibepn crnoxHbii naponb. [Onsi Kaxgoro noYToBOro dAlMKa AO0SMKEH ObiTb CBOWM
HaOEeXHbIW, YCTONYMBBIN K B3STOMY Naporib;

Ecnn ectb BO3MOXHOCTb HanmMcaTb CaMOMy CBOW fWYHbIA BOMPOC, WUCMOMb3yW 3Ty
BO3MOXHOCTb;

Mcnonb3yn HeCKonbKO MNOYTOBbIX SAWMKOB. [lepBbii ONs 4acTHOW Mepenuckn ¢
agpecartamu, KOTOPbIM Tbl OBEpPSELLb. ITO ANEKTPOHHbIV aApec He Hag0 UCNOSb30BaThb
npu permctTpauun Ha gopymax n camrax;

He oTkpbiBan dpanrnbl 1 pyrue BAOXEHUS B MUCbMaXx gaXKe eCnu OHU NPULLK OT TBOUX
apy3en. Jlydwe yTouYHU Yy HUX, OTNpaBnsnn i oHn tebe atn hannsi;

lMocne okoH4YaHus paboTbl HA NOYTOBOM CepBUCE Nepes 3aKpbITUEM BKNagKM ¢ CauToM
He 3abyab HaxaTb Ha «BbInTny.

KnbepbynnuHr nnmn BuptyanbHoOe n3geBaTesnibCTBO

KnbepbynnuHr — npecnegoBaHMe COOOLWEHMSMKW, COAEPXaLMMU  OCKOpOneHus,
arpeccuto, 3anyrmBaHue; XynuraHcTBO; coumanbHoe OOMKOTUPOBaHME C MOMOLLbIO
pPasnNnYHbIX MHTEPHET-CEPBMCOB.

OcHoBHble coBeTbl No 6opbbe ¢ knbepbynnmHrom:

He 6pocarica B 6on. Jlydwwmin cnocob: nocoBeToBaTbCs Kak cebs BECTU U, eCNN HET TOrO,
K KOMY MOXHO 00paTuTbCHA, TO BHavane ycrnokoutbcs. Ecnn Tbl HayHewb oOTBeYaTb
ocKkopOneHnsMn Ha OCKOpOeHnst, TO TOMbKO eLle BonblLue pasoxkellb KOH(MUKT;
Ynpaensu cBoen kubeppenytaymnen;

AHOHMMHOCTb B ceTu MHumas. CyllecTBylOT Cnocobbl BbIACHUTb, KTO CTOUT 3a
@HOHMMHbIM aKKayHTOM,;

He ctount BeCTU XynuraHckuin obpas BUpTyanbHOWN Xn3Hu. IHTepHET hnkcupyeT BCe TBOU
AENCTBUS U COXpaHseT nx. YaanuTb nx 0yaet kpanHe 3aTpyaHUTENBbHO;

Cobniogan cBoM BUPTyanbHY YeCTb CMOSOAY;
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WrHopupyi eavHu4YHbIn HeraTnB. OgHOpa3oBble OCKOPOUTENbHbIE COODLLEHMS Nyylle
nrHopupoBaTb. OBbIYHO arpeccusi NpekpaLLaeTcsl Ha HavyanbHOW CTaguu;

BaH arpeccopa. B nporpammax o6MeHa MrHOBEHHbIMW COOOLLEHUSIMU, B COLMAnbHbIX
CeTsIX eCTb BO3MOXHOCTb GFTOKMPOBKM OTNPaBKN COOBLLEHWNIA C ONpeaeneHHbIX aapecos;
Ecnn Tbl cBugetenb knbepOynnuHra. TBou [OENCTBMS:  BbICTYNUTb  MNPOTUB
npecnegoBaTensi, MokasaTb €My, 4YTO €ero [AeWCTBMS OLEeHMBAlOTCS HeraTuBHO,
NoAAepXaTb XepPTBY, KOTOPON Hy)XHa McUxonornyeckas NoMoLb, COOOLWUTL B3POCHbIM
0 hbakTe arpeccMBHOro NoBeaeHUs B CETH.

MoObunbHbIM TENEdOoH

CoBpemMeHHble cMapT(OHbl M NnaHweTbl cogepxat B cebe BnosiHe B3POCKbIN
dyHKLUMOHAr, U Tenepb OHM MOTYT KOHKYpUpoBaTb CO CTauMOHaPHLIMW KOMMbOTEPAMM.
OpaHako, cpeacTs 3almThl AN N0A06HbLIX YCTPOMCTB NoKa OYeHb Marno. TecTupoBaHue U
NMOWUCK YA3BMMOCTEN B HUX MPOUCXOAUT HE Tak MHTEHCUBHO, Kak ans K, To xxe camoe
KacaeTcs 1 MOBUNbHbBIX NPUITOXEHWNNA.

CoBpeMeHHble MOBUnbHbIE Bpay3epbl yXKe NPakTUYEeCKM A4OrHanu HacTosbHbIE aHanoru,
O[HAaKO pacLumpeHune (pyHKLuMoHana BreyeT 3a cobom 60sbLIYO COXHOCTbL U MEHbLLYHO
3alUMLLEHHOCTb.

[laneko He Bce NpoM3BOOUTENN BbINyCKaOT OOHOBMEHUS, 3aKpblBalOLMNE KPUTUYECKME
YA3BMMOCTU OJ151 CBOUX YCTPOMUCTB.

OcHoBHble coBeTbl And 6e3onacHOCT MOBUNbHOro Tenedgoxa:

Huyero He sBnsieTca no-Hactodawemy 6ecnnaTtHbeiM. Byab ocTopoXeH, BeAb Koraa tebe
npegnaratoT 6ecnnaTtHbI KOHTEHT, B HEM MOTYT ObITb CKPbITbI KaKUe-TO MiaTHbIE YCRyru;
Ayman, npexae 4yem otnpasutb SMS, ¢oTO Unn BMAEO. Tbl TOYHO 3Haellb, rae OHU
ByayT B KOHEYHOM UTOre?

Heobxoaumo o6HOBMATL ONepaLMoHHYI0 CUCTEMY TBOEro CMapTdoHa;

Mcnonb3y aHTUBMPYCHbIE NpOorpamMmbl Anst MOBUIbHbLIX TENEGOHOB,

He 3arpyxan npunoxeHnsa OT HEU3BECTHOr0 MCTOYHUWKA, Bedb OHM MOryT cogepXaTb
Bpea4oHOCHOE nporpaMmMHoOe obecneyeHmne;

Mocne Toro kak Tbl BblMAEWb C cauTa, rae BBOAMM JIMYHYKO MHopMauuMo, 3angm B
HacTpoviku 6paysepa n yganu cookies;

Mepuogunyeckn npoBepsin Kakne nnaTHbIE YCNyrn akTUBMPOBaHbI HA TBOEM HOMEPE;
[aBai cBon HOMepP MOBUMNBHOro TefiedoHa TONbKO NOASAM, KOTOPbIX Thbl 3HaeLlb 1 KOMY
AoBepsieLlb;

BluetoothgomxkeH 6bITb BbIKMOYEH, KOrga Tbl UM He nonb3yelbes. He 3abbiBan nHoraa
NpPoBEPSTb 3TO.

Online-urpbl

CoBpeMeHHble OHMarH-Urpbl — 3TO  KPaCOYHble, 3axBaTbiBaloOLWME pa3BreyYeHus,
00benHALWME COTHM ThICAY YeroBeK no BceMy Mupy. Arpoku nccneaytoT AaHHbIR UM
Mup, obLialTca Opyr C APYrom, BbIMOSMHSKT 3afaHus, CpaXakwTcs C MOHCTpaMu U
nony4yatoT onbIT. 3a yA0BOMNbCTBME OHM NAATAT: NOKYNaT ANCK, ONnavymMBaoT aboHEMEHT
nnn npnobpeTaroT Kakne-To onuun.

Bce atm cpeactBa mayT Ha noggepaHue u pasBuUTUE Urpbl, a Takke Ha camy
6e30nacHOCTb: COBEPLLEHCTBYOTCSA CMCTEMbI aBTOPU3aLMK, BbiMyCKalOTCA HOBbIE NaTyun
(umdbpoBble 3annaTtku Ans NporpamMmMm), 3aKpbiBalOTCA YS3BUMOCTM CEPBEPOB.

B nogobHbIX nrpax CTouT onacaTbCA He CTOMbKO CBOMX COMEPHUKOB, CKOMbKO Kpaxu
TBOEro Naposs, Ha KOTOPOM OCHOBaHa cUcCTeMa aBTopusauumn 60MbLWMHCTBA Urp.
OcHoOBHble coBeTbl N0 6&€30NacHOCTM TBOErO UFPOBOrO akkayHTa:

Ecnu gpyron nrpok Beget cebs nnoxo unu cosgaeT Tebe HeNnpuAaTHOCTKU, 3abnoknpyn ero
B CMMCKE UIPOKOB;
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Moxanyncs agMMHUCTpaTopam Urpbl Ha Noxoe NOBEeAEHNE 3TOro UIPoKa, KenaTesbHO
NPUNOXNTb Kakne-To JoKa3aTenbCTBa B BUAE CKPUHOB,

He ykasbiBan nn4Hy0 MHoOpMaLnio B npodanne urpbl;

YBaxawn gpyrnx y4aCTHUKOB MO Urpe;

He ycTtaHaBnuBaun HeoduumnanbHble NaTyn U Moabl;

cnonb3yi CrnoXHble 1 pasHble naponu;

[laxxe BO BpeMsi uUrpbl He CTOUT OTKNKYaTb aHTuBupyc. [loka Tbl uUrpaewb, TBOW
KOMNbIOTEP MOTYT 3apasunThb.

PULLMHT UNK Kpaxka NIMYHbIX JaHHbIX

OGblvHON Kpaxken [eHer M [OOKYMEHTOB CerofHs yXe HWKOro He yAMBMLIb, HO C
pas3BUTUEM MHTEPHET-TEXHOMOIMI 3rOYMBbILLMIEHHUKN nepeMecTunuce B WHTepHeT, u
NPOAOSIMKAIOT 3aHNMATbLCS «IIOOUMbBIM» AENOM.

Tak nosBunacb HoBas yrposa: MHTEPHET-MOLLUEHHMYECTBA NN PULLIHT, rMaBHasa uerb
KOTOPOro COCTOMT B MOMlydeHUU KOHMMAEHUManbHbIX [AaHHbIX Mornb3oBaTenen —
nornHoB 1 naporien. Ha aHrnuickom asbike phishinguntaertca kak dovwmnHr (ot fishing—
pblbHas noens, password— naporsb).

OcHoBHble coBeTbl N0 6opbbe ¢ PULLIMHIOM:

Cnepawn 3a cBouM akkayHTOM. Ecnu Tl nogo3peBaellb, YTO TBOS aHKeTa Obina B3fomaHa,
TO HeobxoaMMOo 3abnokupoBaTh ee 1 CoobLWNTL agMUHMCTpaTopaM pecypca 06 3TOM Kak
MOXHO CKopee;

Mcnonb3yn 6e3onacHble Beb-canTbl, B TOM YuChe, UHTEPHET-MarasnuHOB U MOUCKOBbIX
cucTem;

Mcnonb3yn crnoxHble n pasHble naponu. Takum obpasom, ecnu Tebsa B3nomMaloT, TO
310YMBbILUSIEHHUKM NofyYaT AOCTYM TOMbKO K OAHOMY TBOEMY NPOMuIio B CETU, @ HE KO
BCEM,;

Ecnu tebs Banomanu, To HeobxoAMMO NpeaynpeanTb BCeX CBOUX 3HAKOMBbIX, KOTOpble
nobasneHbl y Tebs B Apy3bsiX, O TOM, YTO Tebs B3rioManu 1, BO3MOXHO, OT TBOEr0 MMEHU
ByaeT paccbinaTbCcsa cnam M CCbIfKM Ha PULLNHIOBbLIE CaunThl;

YcTtaHoBM HagexHbIn naporib (PIN) Ha MOBUNbHLIN TenedoH;

OTkrntoun coxpaHeHue napons B 6paysepe;

He oTkpbiBan dpanrnbl 1 Apyrue BrOXEHUS B MUCbMaXx gaXe eCnu OHU NPULLIK OT TBOUX
Apy3en. Jlydie yTouHU Y HUX, OTNpaBnanu niv oHn Tebe atu dhannbl.

Lindposaga penytaums

Lincppoas penytauma — 310 HeraTuBHas Uy NO3MTUBHAsS MHAOpMaLMs B ceTn o Tebe.
KomnpomeTtupytowasa mHgopmaums, pasmelleHHas B VIHTepHeTe MOXET Cepbe3HbIM
obpasom oTpasnTbCsa Ha TBOEWN peanbHOW Xn3Hu. «LlndpoBas penytaumsa» — 3TO TBOM
UMUK, KOTOPbIN hopMmnpyeTcsa n3 nHgopmauum o tebe B MIHTepHeTe.

TBOE MeCTO XuTenbcTBa, Yy4ebbl, TBOE (PMHAHCOBOE MOSIOXKEHNE, OCOOEHHOCTU
Xapaktepa u pacckasbl 0 65IM3KMX — BCe 3TO HaKannMBaeTCsl B CETWU.

MHorne noapoCTKM NErkoMbICIIEHHO OTHOCATCS K Ny6nukauumn nMYHON MHopmaumm B
VHTepHeTe, He NOHMMAasa BO3MOXHbIX NOCNeACTBUI. Thl JaXe HEe CMOXellb JoragaTbCs
0 TOM, 4YTO poTorpadus, pasmMeLleHHas 5 neT Hasag, crana NpuYMHOM oTKasa MPUHSATb
Teba Ha paborTy.

KommeHTapun, pasmewieHve TBoux doTtorpacmn n gpyrme OeuctBus MOryT He
MCYE3HYTb Jaxe Mocne TOoro, Kak Tbl UX yganulb. Tbl HE 3Haellb, KTO COXpaHwun aTy
MHOpMaLMio, Nonana nu oHa B MOUCKOBbIE CUCTEMbI U COXPaHUach fn OHa, a rnaBHoe:
4yTO nogymarT O Tebe oKkpyxawllee nau, KOTopble HauWayT M yBMAAT 3TO0. Hantum
NMHOPMaLMIO MHOIO NIET CNYCTS CMOXET Ntobon - Kak n3 Aobpbix NOBYXOEHUR, Tak U C
HamepeHneMm NPUYMHUTL Bped. ITO MOXET ObiTb KTO YroaHO.

OcHOBHbIe COBeTbI MO 3aWuTe UMpoBon penyTaummn:



1.

2.

3.

Mogyman, npexage 4em 4TO-TO NybnmkoBaTb W nepepasatb y cebsa B 6Grore mnu B
counanbHoOu CeTu;

B HacTpounkax npodunsa yctaHoBU OrpaHMYeHna Ha NMpoOCMOTP TBOEro npodunsa n ero
COAEPXXMMOro, caerian ero ToNbKO «A5s Apy3emn»;

He pasmeLllan n He ykasbiBan MHOPMaLUIO, KOTOPas MOXET KOro-nnmbo ockopbnaTb nnm
obmxaTb.

ABTOpCKOE NpaBo

CoBpeMeHHble LUKOMbHUKN — aKTUBHblE MOfb3oBaTeNn UudPOBOro MNpoCTpaHCTBa.
OpHako ganeko He BCe 3HaKT, YTO NOMIb30BaHNE MHOMMMU BO3MOXHOCTAMU LIMGPOBOro
Mupa TpebyeT cobnogeHns NpaB Ha MHTENNeKTyanbHy COBCTBEHHOCTb.

TepMUH «mHTennekTyanbHass COBCTBEHHOCTb» OTHOCUTCS K PasfiMyHbIM TBOPEHUSIM
4YeNoBEYEeCKOro yma, HadvMHasi C HOBbIX W306peTeHui M 3HakoB, OOO3HAYaloLLMX
COOCTBEHHOCTb Ha NPOAYKTbI M YCIyrM, U 3akaH4iMBasi KHuramu, doTorpadumsmu,
KMHOUITbMaMn 1 My3blKanibHbIMU NPOU3BEAEHNSMN.

ABTOpCKME nMpaBa— 3TO MpaBa Ha WHTENNEKTyanbHyld COOGCTBEHHOCTb Ha
npousBefeHNs Hayku, nutepaTtypbl U UCKyccTBa. ABTOPCKME MpaBa BbICTyNnawT B
KayecTBe rapaHTMM TOro, YTO WHTENNEKTyanbHbIA/TBOPYECKUA Tpyad aBTopa He byger
HanpacHbIM, [acT eMmy CcrnpaBeanuMBble BO3MOXHOCTM 3apaboTaTb Ha pesynbTaTax
CBOEro TpyAa, NonyYnTb U3BECTHOCTb U Npu3HaHne. H1kTo 6e3 paspelleHnsa aBTopa He
MOXEeT  BOCMPOM3BOOUTbL  €ro  Mpou3BedeHue,  pacnpoCTpaHaTb,  NybnuyHo
AEMOHCTpUpoBaTb, nNpogaBaTb, MMMNOPTMPOBATb, MNyckaTb B NpokaT, NyGnnyHoO
MCNONHATb, NOKa3blBaTb/UCNONHATL B adupe nnu pasmellats B VIHTepHeTe.
Mcnonb3oBaHne «nupaTcKkoro» nporpammMHoro obecrneyeHmst MoXeT NPMBECTU K MHOMUM
puckam: OT NoTepu AaHHbIX K TBOUM akkayHTam 40 6NOKMPOBKM TBOEro YCTPOUCTBA, rae
YyCTaHOBIEHHbIN HEe NneranbHas nporpamma. He ctouT Takke 3abbiBaTb, YTO CyLLECTBYET
neranbHble 1 6ecnnaTtHble NPorpaMmbl, KOTOPbIE MOXHO HANTN B CETW.

O noptane

CeTeBMYOK.pd) — TBOW [MaBHbIA COBETYMK B CETW. 34ecb Thbl MOXeELWb Yy3HaTb O
6e3onacHOCTM B CETM MOHATHbIM M AOCTYMNHbIM $3bIKOM, @ MNpU BO3HUKHOBEHWM
KPUTMYECKOWN CUTyaumm o0paTmuTbCs 3a COBETOM. A Takke NPMHATbL y4acTue B KOHKypcax
M cTaTb camMbliM LUAPOBLIM rpaxgaHUHoOM!
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